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1. Overall Description:
As part of the study on enhancements to network slicing (documented in TR 23.700-41), SA2 is evaluating several solutions (i.e. solution #6, #7, #16, #17, #18, #19, and #20) to address the issue of how to  provision  VPLMN network slice information to a roaming UE. SA2 would like to request SA3 to investigate whether these solutions present potential security risks and if so whether SA3 can resolve them. 

Some initial questions for your consideration are provided below.

The solutions that leverage the Steering of roaming functionality (solution #6, #7, #16 and #19) all require slice information for each PLMN candidate for Steering of Roaming to be sent to a UE before the UE access to the PLMN. As a consequence, the UE might get the supported slice info before the PLMN grants the UE access. Is this a security risk?
Solution #17 is based on URSP and envisages adding slice-based VPLMN Selection Policy (SVSP) to URSP to indicate in which condition the UE is allowed to trigger a network scan to reselect a PLMN that supports slices that are to be considered higher priority by the UE. The registered VPLMN can inspect the SVSP. Can a manipulation of the SVSP by the registered VPLMN construed as a security issue?
In Solution #18, the UE sends back to the HPLMN the list of rejected S-NSSAIs in the VPLMN. This will expose potentially parts or all of the S-NSSAIs that the VPLMN supports. Is this exposure a possible security risk?
    



2. Actions:
To SA3
ACTION: 	SA2 kindly requests SA3 to provide feedback taking the above information into account.

3. Date of Next TSG SA WG2 Meetings:
TSG-SA2 Meeting #154		Nov 14 – 18, 2022				Toulouse
TSG-SA2 Meeting Adhoc   	Jan 16 – 20, 2023				Elbonia
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